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Abstract— Providing a resiliency measure for power systems
is one of the challenges towards its Dynamic Security Assess-
ment. This paper introduces a resiliency measure, called Level-
of-Resilience (LoR), determined by examining: (i) the Region-
of-Stability-Reduction (RoSR), as the RoS evolves under attack
and recovery actions as captured by a “modal-RoS, (ii) the
eventual Level-of-Performance-Reduction (LoPr), as measured
by percentage of reduction of load served, and (iii) Recovery-
Time (RT), which is the time system takes to detect and recover
from an attack or a fault. We illustrate our measure by
comparing resiliency level of two power systems under two
different attack scenarios.

I. INTRODUCTION

Resiliency can be defined as “ability to withstand adverse
events”. Their quantification allows system designers to as-
sess its security. Various measures of power system resilience
have been investigated throughout literature. For instance,
the average efficiency of the network [1], adapted to the
case of the North American power grid, is used by [2] to
quantify the performance of grid operations before and after
the occurrence of breakdowns. This measure is based on
the most efficient path between the generation substation
1 and the distribution substation j, where path efficiency
between two nodes ¢ and j is the harmonic composition of
the efficiencies of the component edges. Then, the damage
caused by a failure is defined as the normalized efficiency
loss.

The duration of unscheduled outages due to failure of
distribution system (i.e., excluding outages due to failure
of generation or transmission systems) is proposed in [3]
as a resilience measure. The authors hypothesize that the
resilience of power distribution systems depends on two main
factors: one is the power distribution infrastructure (including
the environment within which it operates and interactions
between the two). Second factor is the priority given to
restoration by the power company (including the effective-
ness of the power company’s response). A resilience factor
and uncertainty-weighted resilience measure proposed by [4]
are implemented via the set of resilience capacities: absorp-
tive capacity, adaptive capacity, and recovery and restorative
capacity. A system-level measure to quantify the resilience
of smart grid is also proposed by [5], which integrates five
resilience indices: expected hazard frequency, initial failure
scale, maximum impact level, recovery time and recovery
cost. This measure can be computed by normalizing the
difference between the annual targeted performance area and
the annual impact area.

Roege et al. [6] identified resilience measures to provide
guidance for energy systems planning, design, investment,
and operation. Recommendations are presented using a
matrix format to provide a structured and comprehensive
framework relevant to a system’s energy resilience. Each cell
within the matrix correlates how can a system’s ability to
[plan/prepare, absorb, recover and adapt] to an energy-related
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change be improved by measures taken in the [physical,
information, cognitive and social] domain. A recent survey
[7] summarized resilience measures of energy distribution
systems. The building blocks of resilience are: inputs avail-
able to support resilience, capacities, which are the ways in
which inputs are organized to support resilience, capabil-
ities of what tasks can be performed, the performance and
outcomes that describe what is produced by an engineered
system. These building blocks address the goal of reducing
the damage from disasters.

The main contribution of this paper is to introduce the
notion of Level-of-Resilience (LoR) as a way to compare
the resiliency of different systems, subject to various attack
scenarios. An adverse event can affect both system’s stability
and performance, and whose recovery time is also another
important metric. Accordingly, in our present work, we
consider size of Region-of-Stability (RoS), the Level-of-
Performance (e.g., load served in case of a power system),
and Recovery-Time as part of resilience metric. When sub-
jected to adverse events, the RoS evolves under attack and
recovery actions which we capture as a “modal-RoS”. This
evolution of RoS is computed following the approach of
[8] based on level set reachability analysis. This, along
with the Level-of-Performance-Reduction (LoPg), due to
system attacks and as measured in terms of percentage of
reduction of load served, and the Recovery-time (RT) from
faults/attacks are used to compare the Level-of-Resilience
(LoR).

II. POWER SYSTEM DYAMICS AND TRANSIENT
STABILITY TO LARGE DISTURBANCES

A power system consists of: (i) generator (PV) buses,
for which generator real power and voltage magnitude are
specified, (ii) load (PQ) buses, for which real and reactive
load powers are specified, and occasionally (iii) a slack bus,
for which the voltage magnitude and phase are specified
(typically zero phase is used, making this bus as a reference).
The dynamics at a generator bus can be modeled by a pair
of differential equations that are referred to as the swing
equations [9]. The swing equations for generator ¢ in an
interconnected power system are expressed as:

0 = wi ¢!
M7UJL = —Diwi + sz - Pe,i 1= 1, ...n, (2)

where the electrical power of generator ¢ satisfies:

Poi=Y |Ei| x |Ej|
j=1

X [G” COS((;Z' — 6j) + Bij SiIl((si — 5j)}, (3)

In (1), (2), M; is inertia constant; D; is damping constant,
P, ; is mechanical power input; P, ; is the electrical power
output; §; is angle of internal complex voltage of i*" ma-
chine; and w; is rotor angle velocity of the i*" machine
with respect to the reference frequency of the power system
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wr. In (3), E; is it" machine’s internal complex voltage;
G;; = Gj; > 0 is the Kron-reduced equivalent conductance
between generator ¢ and generator j; B;; = Bj; > 0 is
the Kron-reduced equivalent susceptance between genera-
tor ¢ and generator j, and Y;; = Gj; + /—1B;; is the
Kron-reduced equivalent admittance between generator ¢ and
generator j (the ij'" element of Kron-reduced equivalent
admittance matrix Y7 of size |n| X |n|). The solution of (1)-
(3) in steady state yields the so called power flow solutions
that yield the magnitude and phase angle of the voltage at
each bus, and the power flowing in each line.
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Fig. 1. (a) System PS7, and (b) System PSs.

For the sake of illustration, we consider a pair of power
systems with identical buses, generators and loads but with
different topologies, as shown in Fig. 1. For the 15¢ power
system, PSSy, bus 1 is the slack bus, buses 2 and 3 are the
generator buses, and buses 4, 5, and 6 are the load buses.
The machine, load and line data, generation schedule, and
reactive power limits for the regulated buses, along with
power flow solution data for P.S; are tabulated in Appendix,
Tables II-VIL. The 274 power system, PS5, has same
generation and loads as P.S7, but with different topology,
where line L6 appears as line Ly5. PSSy data are also given
in Appendix, Tables III-VIII. We show that while the two
systems are served by the same generators, and serve the
same set of loads, they have different resiliency to the same
attacks owing to their topological difference.

III. LEVEL-OF-RESILIENCE FORMULATION
A. Modal-RoS and Region-of-Stability-Reduction

For a nonlinear autonomous system, the stability region
is defined as the set of all initial points from which
the autonomous system eventually converges to a stable-
equilibrium-point (SEP) [10]. For the simplicity of discus-
sion, we assume that the system is lossless, so the transfer
admittance is purely imaginary [11].

Define an energy function V(§,&), where 0 =
[61,...,0,]T and & = [w1,...,w,]T, as follows:
g (Ij ZMW ZPm,i(Si
i=1

SRR

i=1 j=i

‘E]| X [B” cos(éi — (%)} (4)

The dissipative nature of the damping term in (2) ensures
that the energy constructed in this way is always decreasing
in time.

Using the potential energy function, the swing equations
(1), (2) can be rewritten as follows:

o = w (5)
N L /e
Wwj - M[_Dzwz 85L ( )] (6)

A point (5¢,0) is an equilibrium of (5) and (6) if and only
if (OVp/96)(6¢) = 0. Since @° = 0, the energy function
at the equilibrium is of form: V(S’e,@e) = Vp(ge) [12],
[13]. Then, the stability region of a power system can be
equivalently studied in the 5 subspace.

5 aVP"
0 =———=%(9). 7
65() @)

The stability boundary of (7) is the potential energy boundary
surface of (5), (6).

For RoS computation, given a SEP Z¢ of a system, we
propagate in time the boundary of the backward reachable
set of Z¢, i.e., the set of states starting from where trajectories
can reach the SEP, by solving the following Hamilton-
Jacobi-Isaacs (HJ1) PDE:

PLf(Z) + ¢ = 0. (8)

This PDE describes the propagation of the backward reach-
able set boundary, specified by ¢(7,t) = 0, as a function
of time, in which ¢§ = [%7 ey %], and with terminal
conditions: ’

¢(Z,0) = [|Z - Z°|[ = 0.

The backward reachable set of the SEP & (computed using
the toolbox of level set methods [14]) is always contained in
the region of stability of the SEP ¢, and as ¢ goes to infinity,
the backward reachable set approaches the true region of
stability.

Owing to the presence of protective relays that enact
disconnection of any faulted circuits, the power system under
fault undergoes configuration changes in three stages, from
pre-fault, faulted, to post-fault systems. The pre-fault system
will inhabit a known initial stable equilibrium. When a large
disturbance/fault occurs at a time ¢y, the system transitions
to the faulted condition before it is cleared at time ¢, by
the protective system operation. The critical clearing time,
denoted as t7, is the largest value of ¢, so, the post-clearance
system with initial condition Z(t.) will converge to a stable
equilibrium point.

A modal-Region-of-Stability “modal-RoS” is a graphical
representation that captures the evolution of RoS through
the changes of systems modes of configurations under a
sequence of fault and recovery actions. We denote a modal-
RoS for a given sequence of fault and recovery actions as:
RoS; — RoSp1 — ... = RoSp,,, where I is the initial
pre-fault configuration mode, “—” designates mode change,
and P1,..., Pm are the new post-fault configuration modes
as a sequence of m fault and recovery actions take place
sequentially in time. Fig. 3(a) shows RoS evolution for PS5,
from its pre-fault mode I; its state trajectory when fault is
applied at line L5 causing RoS to be lost is shown in Fig.
3(b); post-fault Region-of-Stability RoSp; in Fig. 3(c); and
post-fault state trajectory within RoSp; when clearance is
applied within critical time in Fig. 3(d). Then, repeating this
process for a sequence of fault and recovery actions, a modal-
RoS can be generated. Fig. 2 shows an attack scenario A
in which three lines are faulted in the sequence: Li5 —
L4¢ — Lsg, interleaved with recovery actions. Accordingly,
the modal-RoS: RoS; — RoSp1 — RoSps, is shown in Fig.
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Fig. 3. PSi RoS evolution (a) gre—fau]t RoST; (b) state trajectory when
fault occurs at line Lis; (¢) RoSpi1 for mode P1 after fault is cleared;
(d) post-fault state trajectory within RoSp; when fault is cleared within
critical time.

4, where P1 is post-fault mode after clearing line L5 fault,
and P2 is post-fault mode after line L4¢ fault is cleared. Note
the RoS is lost after the final Lsg fault, and so modal-RoS
terminates at this fault.
Definition 1. Given a modal-RoS: RoS; — RoSp1 — ... —
RoSpy, the percentage of RoS-Reduction, RoSR, is given
by,

RoSg = M%7 9)

Dy

where for a given RoS boundary § in n-dimensional space
with equilibrium T€, D can be computed as the shortest

PSSy topology evolution under A1 (transition label F' denotes fault, whereas C' denotes its clearance).
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Fig. 4. PS1 modal-RoS under Aj.

Euclidean distance between ) and T°:

D = mingeq||q — Z°|| = mingea Z(qk —xf)2. (10)
k=1

B. Level-of-Performance-Reduction

Associated with each modal-RoS is a Level-of-
Performance-Reduction (LoPr), measured as the percentage
of reduction of load served along the various modes of the
modal-RoS.

Definition 2. Given a modal-RoS: RoS; — RoSp; — ... —

ROSPm;
Level-of-Performance-Reduction, LoPg, is defined as:

LoPpr = zloads in mode ]preal — Zloads in mode Pm preal(y
Otr = 0.
Zloads in mode [preal
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C. Level-of-Resilience

Level-of-Resilience (LoR) is determined by comparing
the RoSg, and also the LoPg, as measured along the
various modes of the modal-RoS. (For the moment, we
ignore Recovery Time since this is the same for the two
power systems.) For a given attack scenario, we compute
the LoR as follows. First for the initial pre-fault mode I,
compute the RoS of its SEP Z5. For any perturbation/low
level disturbance (e.g., transient change in load) that does
not switch the mode, the perturbed state must be within the
RoS of the pre-fault system for the system to remain stable
(state trajectory still converge to 7). When a fault/severe
disturbance occurs affecting the system structure, a new
Kron-reduced equivalent admittance matrix Yz correspond-
ing to faulted mode is generated; the system may become
unstable without any recovery action rendering the RoS to
be an empty set. The fault can be cleared by isolating the
faulted line using circuit breakers. If the fault is not cleared
within a critical time window (¢}), then overall system
might no longer be stable. When fault is cleared within the
critical time, a new kron reduced admittance matrix Yp is
obtained, corresponding to post-fault mode P. The system
will stabilize to a new equilibrium point % of mode P only
if the forward reachable state trajectory under fault starting
from pre-fault &5 ,i.e.,Reach}f(fﬁ) is within the RoS of
Z%. This is captured by the requirement:

t. such that Reach}'(fﬁ,tc) € RoS(Z%).

Such pre-fault and post-fault RoSs can continue to be
sequenced for any subsequent attacks to yield a sequence of
RoS's, amodal-RoS. Associated with each RoS is a Level-of-
Performance-Reduction (LoPr), measured as the percentage
of reduction of load served. Using the size of RoS and the
associated LoPpr for the eventual mode, we can measure
and compare Level-of-Resilience (LoR). Another aspect of
resiliency metric is Recovery-Time (RT), which is the time
system takes to detect and recover from an attack or a fault.

Definition 3. Given two systems PS,, PS>, and an
attack scenario A, LoR(PS1,A) > LoR(PSs2,A) if:
[RoSg(PSy,A) < RoSr(PS3, A)

V HROSR(P;S’l, A) = ROSR(PSQ, A)] /\[LoPR(PSl, A) <
LoPr(PS3, A

vV HROSR(PS1, A) = ROSR(PSQ,A)] /\[LO.PR(.Psl7 A) =
LoPr(PS3, A)] A|[RT(PSy,A) < RT(PS2, A)]].

In power systems, local controls are used for detection and
clearance of faults, and so RT is typically independent of
system topology and hence not included in Definition 3, but
could be included for general dynamical systems.

IV. EXPERIMENTAL COMPARISON OF LoR

In this section, we simulate two different attack scenarios
for two different power systems PS; (Fig. 1(a)) and PS,
(Fig. 1(b)), with same generators and loads, but with different
topology, and for each scenario we evaluate and compare
their LoR. In order to simplify the transient stability analysis
for the purposes of our example, assumptions are made as
follows (similar assumptions can be found in [15], [9]):
each synchronous machine is represented by a constant
voltage source behind the direct axis transient reactance.
The governors actions are neglected and the input powers
are assumed to remain constant during the entire period
of a single mode. All loads are converted to equivalent
admittances to ground and are assumed constant.

Consider the first attack scenario A1, in which three lines
are faulted in the sequence: Li5 — L4s — Lsg. For PS5,

post-fault L5 RoS
..... during-fault Lys, t; = 1.0 sec
6 post-fault Lys, t; = 2.0 sec
..... post-fault Lys, t;. = 1.0 sec
post-fault L5, t; = 2.1 sec

831 (rad)

! 521 (lgad)

Fig. 5. PS; post-fault RoS when fault is applied at 1 sec at L5 and
state trajectories under several clearance times.

&(rad)

4
t(sec)

Fig. 6. PSi relative angles when fault is applied at 1.0 sec, and ¢} = 2.0
sec.

the initial pre-fault equilibrium angles are: (0.0560,0.0783)
rad. Three phase fault is applied at line L;5 near bus 5
at time 1 sec, and cleared by the simultaneous opening of
breakers at both ends of the line. The critical time is obtained
by observing system trajectories under different clearance
times so that the system angles after clearance converge to
post-fault steady state equilibrium point (0.0643,0.1202), as
shown in Fig. 5. This is also observed in actual behavior
as shown in Fig. 6. For the L5 fault, the critical clearance
time, ¢}, is near 2.00 sec.

Next, a second fault is applied at line L4s near bus 6 at
time 11 sec, and later cleared by the simultaneous opening
of breakers at both ends of this line. The new post-fault
equilibrium point is (0.0584, 0.1381), and ¢ is near 1.90 sec.
If we apply a third fault at line L5 near bus 5 at time 21 sec,
then, regardless of the clearance time, machine 3 no longer
runs in synchronism (i.e., its relative angle diverges). Fig.
7 shows the corresponding relative angles under A;. Fig. 4
shows the evolution of RoS for PS, yielding a modal-RoS
as discussed earlier.

We simulate the same attack sequence A; for the second
power system, PS5, shown in Fig. 1(b). Initial pre-fault equi-
librium angles are: (—0.0204,0.0578) rad. A three phase
fault is applied at line L;5 near bus 5 at time 1 sec, with
t} = 1.62 sec, and post-fault equilibrium (—0.0050, 0.0810).
Next a second fault is applied at line L4¢ near bus 6 at time
11 sec, and cleared within ¢ = 2.09 sec, with post-fault

equilibrium at (—0.0137,0.0765). Finally, applying a third
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831 pre/during/post-fault Lys, t; = 2.0 sec
e 851 pre/during/post-fault Ly, t; = 1.90 sec

831 pre/during/post-fault Lyg, t; = 1.90 sec
8,1 pre/during/post-fault Lsg, t. = 0.1 sec

4+ 831 pre/during/post-fault Lsg, t. = 0.1 sec

d(rad)

Fig. 7.

PS relative angles under A;.

6} ==&, pre/during/post-fault Lys,t; = 1.62 sec
e 831 pre/during/post-fault L5, t. = 1.62 sec
8,1 pre/during/post-fault Lyg, t; = 2.09 sec
e 83 pre/during/post-fault Lyg, t; = 2.09 sec
Al e &, pre/during/post-fault Lgg, t.= 0.1 sec
&34 pre/during/post-fault Lgg, t. = 0.1 sec

5

i i i
10 t(sec)15 20 25

Fig. 8. PSs relative angles under Aj.

fault at line Lsg at time 21 sec causes machine 2 to fall out of
synchronism, regardless of the clearance time. Fig. 8 shows
the system relative angles with respect to time. Fig. 9 shows
the RoS evolution for PSs, yielding its own modal-RoS.

For PS; (respectively, P.Ss), the protective relay elements
across machine 3 (respectively, machine 2) would interpret
the loss of synchronizing condition as an abnormal operat-
ing condition and trip machine 3 (respectively, machine 2)
[16], ensuring its protection. In the end, PS; has Level-of-
Performance-Reduction, LoPr = 25.71%, while for PS5,
LoPr = 45.71%.

For comparing LoR of PS; and PS,, under attack
scenario Ap, Table I shows the nearest distance from equi-
librium to boundary associated with each RoS, as well as
RoSg. PS> has higher RoSgr (15.018%) as opposed to
PSy (4.507%). Also, LoPr(PS1, A1) < LoPr(PSs3, Ay).
Hence, LoR(PS1,A1) > LoR(PSs2,A;). Thus, PS; is
more resilient to attack scenario A; as compared to PSs.

TABLE I
SIZE OF EACH RoS (rad) AND RoSr (%) UNDER Ay

Air D Des) Dre) oSk

1 § K K X
PSy; 2710 2.374 2.303 15.018

Similarly, under another attack scenario, Ay : Lsg —
Li4s — Lug, modal-RoS for PS; (respectively, PSs) are

pre-fauit
post-fault Lys, t; = 1.62 sec|

post-fault Lyg, t; = 2.09 sed
£ O during fault

N
=
=]
Eo
-
o
-
A
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3l
-4 n L 1
B 4 0 2 4
81 (rad)
Fig. 9. PS3 modal-RoS under Aj.
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4 post-fault Ly, t; = 3.165 sec 1
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2t §
. ) _
=
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Eo} 1
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LS /
; ( _
J
=31 4

5 4 3 2 —1521 (?qad) 1 2 3 4 5

Fig. 10. PSj modal-RoS under As.

shown in Fig. 10 (respectively, Fig. 11).

Table II shows the nearest distance between equilib-
rium and boundary associated with each RoS, as well as
RoSg. PS5 has higher RoSg (0.996%) as opposed to PS;
(—0.634%). Also, for PSy, LoPr = 28.57%, while for PSs,
LoPr = 45.711%, so LoR(PS1,As) > LoR(PSs, As),
implying that topology P.S; is more resilient as compared
to P.Ss, under both the attack scenarios.

TABLE II
SIZE OF EACH RoS (rad) AND RoSR (%) UNDER A»

A2+ Dr Dprgg)  Dr(Liy  FoSk
37 :

1 . -U.
PSy; 2710 2.776 2.683 0.996

V. CONCLUSION

In this work, we proposed a measure for comparing Level-
of-Resilience (LoR) for power systems. This measure is
based on comparing systems characteristics: percentage of
Region-of-stability-Reduction (RoSR), percentage of Level-
of-Performance-Reduction (LoPg), and the system recovery-
time, under the given attack scenarios. The system state
trajectories and RoS evolution are tracked and captured in
form of modal-RoS. Examples were illustrated to compare
the LoR of two different power system topologies under two
different attack scenarios. While the results were employed
for power systems, they more generally apply to any hybrid
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Fig. 11. PS3 modal-RoS under As.

dynamical system with both continuous and discrete dynam-
ics, where the discrete state changes (i.e., mode switches) are
caused by attack and/or recovery actions. A note about recov-
ery time, within which a recovery action can be taken, is that
for power systems it corresponds to the time taken to detect
and clear faults, which does not vary dramatically from one
system topology to another, and so not considered explicitly
in the resiliency comparison measure of our example. For
general hybrid dynamical systems, however, recovery time
can also be included in the comparison measure. The work
presented here provides a framework to do so. Also, for the
general adoption of the approach, one must further provide
computationally efficient tool for LoR comparison, and this
can be a subject of further study. One could also consider
a simplified metric for measuring level of stability such as
stability margin, which is easier to compute than for example
region-of-stability.

APPENDIX

In this appendix, we provide the modeling data for the
power systems P.S; and PS5 that we use as running exam-

les.
P TABLE III
MACHINE DATA FOR BOTH PS7 AND PSSy
Gen. Rq(PU) X4(PU) M(sec?/rad) D(sec/rad)
T 0 02 0.106 0.12
2 0 0.15 0.021 0.12
3 0 0.25 0.027 0.12
TABLE IV
GENERATION SCHEDULE FOR BOTH PS7 AND PSsy
Bus No. Voltage(Mag.)  Generation(MW)  Qmin.(Mvar)  Qmax.(Mvar)
T T.06 0
2 1.04 150 0 140
3 1.03 100 0 90
TABLE V

LOAD DATA FOR BOTH PS1 AND PSSy

us No. 0a oad(Mvar
I 0 0
2 0 0
3 0 0
4 100 70
5 90 30
6 160 110
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TABLE VI
LINE DATA FOR PS7 (AND PS2 WITH REORDERING)

Bus No. Bus No. R(PU) X(PU) (1/2B)(PU)
T T 0 0.225 0.0065
1 5 0 0.105 0.0045
1 6 0 0.215 0.0055
2 4 0 0.035 0.0000
3 5 0 0.042 0.0000
4 6 0 0.125 0.0035
5 6 0 0.175 0.0300
TABLE VII

POWER FLOW SOLUTION FOR PSS}

Bus  Voltage Angle LoadMW) Load(Mvar)  Generation(Mw)  Generation(Mvar)
No. (Mag.) (Degree)

I 1.060 — 0.000 0.000 0.000 100.000 116.170

2 1.040 1217 0.000 0.000 150.000 97.704

3 1.030 0412 0.000 0.000 100.000 27919

4 1.008  -1.653 100.000 70.000 0.000 0.000

5 1.019 -1.881 90.000 30.000 0.000 0.000

6 0.960 -6.368 160.000 110.000 0.000 0.000

TABLE VIII
POWER FLOW SOLUTION FOR PSs

Bus Voltage Angle LoadMW)  Load(Mvar)  Generation(Mw)  Generation(Mvar)
No. (Mag.) (Degree)

T 1.060  0.000 0.000 0.000 100.000 2304

2 1.040  -2.391 0.000 0.000 150.000 125.447

3 1.030  -0.370 0.000 0.000 100.000 26.545

4 0.977  -6.511 100.000 70.000 0.000 0.000

5 1.020  -2.661 90.000 30.000 0.000 0.000

6 0.999 -5.287 160.000 110.000 0.000 0.000
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