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Abstract—This paper investigates the problem of information
control in networked multi-user systems, where agents such as
robots, sensors, and software entities interact via a communica-
tion network to achieve individual or shared goals. Information
control involves deciding which state estimates to share or
broadcast, balancing cooperation among friends and privacy
from adversaries. Since each user has only partial knowledge
of the system, efficient protocols for sharing relevant data to
balance privacy, security, and transparency is needed. This study
models multi-user systems as discrete-event systems where agents
need to distinguish certain state pairs in order to perform their
tasks. We systematically study and solve critical problems to
address the key aspects of information control: determining
the necessity of shared information, minimizing communication
for security, and maximizing public information release when
required. A framework that addresses private communications,
public broadcasting, and adversarial dynamics, offering strate-
gies to meet both security and transparency requirements is
introduced. Solutions and algorithms are proposed to solve these
problems.

Note to Practitioners—Engineering systems like connected
vehicles, smart grids, and robotic teams face a critical challenge:
controlling information in a decentralized environment where
users have control over information flow. Traditional information
theory, focused on reliability, does not address the strategic
question of what information to release and when. This paper
introduces a rigorous framework based on discrete-event systems
and state estimates to solve five key information control problems.
A major advantage over event-based methods is our approach’s
significantly lower computational complexity, enabling real-time
execution. The approach also reduces the risk of cyberattacks
by mitigating data poisoning attacks, preserving privacy, and
limiting an attacker’s ability to infer sensitive system states. Our
findings provide engineers with a practical toolkit to enhance the
security and resilience of distributed systems.
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discrete-event systems, security, privacy, transparency.
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I. INTRODUCTION

ETWORKED multi-user systems consist of a collection
Nof autonomous users or agents such as robots, sensors,
drones, or software entities that interact and collaborate over
a communication network to achieve individual or shared
objectives. These systems are increasingly prevalent in appli-
cations like autonomous vehicle fleets, smart grids, distributed
robotics, sensor networks, and collaborative decision-making
systems.

In networked multi-user systems, information control, which
manages how information is gathered, processed, shared, and
utilized across the network to achieve desired system-level
behavior, plays a crucial role in ensuring effective commu-
nication, coordination, and cooperation among users. The
distributed and decentralized nature of multi-user systems
introduces unique challenges for information control. Unlike
centralized systems, where a single entity has access to all
information, users in a multi-user system have only partial
and local information of the system. This necessitates efficient
protocols and algorithms that enable users to share rele-
vant information optimally to ensure privacy, security, and/or
transparency.

Intuitively, the information control problem explored in this
paper can be summarized as follows. In a networked system
with multiple users or agents, each has its own objectives
(individual or shared). To achieve their objectives, users often
require information from others. There are two methods
for sharing information: (1) communicating it privately to
specific users (for example, via encrypted messaging) and
(2) broadcasting it publicly to all users. Each user has control
authority over its own information and must decide whether or
not to communicate or broadcast it. Due to security concerns,
users may want to communicate as little information as
possible. Conversely, transparency requirements may compel
users to broadcast as much information as possible. Hence, the
questions related to information control include the following.
(1) What information should a user communicate privately to
others? (2) What information shall a user broadcast? (3) How
to minimize information communicated to ensure privacy and
security in some applications? (4) How to maximize informa-
tion broadcast to ensure transparency in other applications?
This paper aims to develop a systematic approach to address
these and other questions within the framework of networked
multi-user systems.

Traditional information theory [1], [2], [3], [4], [5] pri-
marily deals with challenges related to reliable and efficient
communication, such as channel coding, data compression,
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and information encryption. In contrast, this paper addresses
problems that assume reliable communication as a given. The
focus of this paper is on the optimal control of information
release, including the mechanisms by which information is
shared and the concepts of minimum and maximum infor-
mation disclosure. Traditional information theory does not
directly address these critical aspects of information release
and control, necessitating new approaches to tackle these
problems. This is the first main difference of this paper from
the existing literature and hence the innovations of this paper.

The second main difference of this paper from the existing
literature is that we model multi-user systems as discrete-
event systems (DES) using automata (also called finite-state
machines) with discrete states and discrete events. To make
the approach general, we model a user’s task or goal as
distinguishing certain pairs of states. For example, if a user
wants to know whether the smart phone he/she ordered has
been shipped or not, he/she needs to distinguish the states
before the shipment from the states after the shipment.

Defining a task in terms of distinguishing certain pairs of
states is a very general approach, and most common tasks
can be specified in this manner [6], [7], [8]. For instance,
in supervisory control, a supervisor must distinguish between
legal and illegal states [9], [10], [11]. Similarly, in diagnosis, a
diagnoser needs to distinguish normal states from faulty ones
[12], [13], [14], [15].

If a user can distinguish the required pairs of states using
only the information directly available to it, then it does
not need any information from other users, making this a
trivial case. Typically, however, a user needs information
that is communicated or broadcast by others in order to
perform its own task of distinguishing the required pairs of
states. Additionally, a user can control the release of its own
information by deciding what to share with others, either
through direct communication or public broadcasting. The
user’s information control objectives may include one or more
of the following: (1) assisting certain users in performing their
tasks, (2) preventing other users from completing their tasks,
(3) minimizing the amount of information communicated to
others for security purposes, and (4) maximizing the amount
of information broadcast to ensure transparency.

The information directly available to a user is the occur-
rences of some events local to the user. These events are
called (locally) observable events of the user. Based on the
observation of its observable events, a user can calculate the
set of all possible states the system may be in. This set is
called state estimate [6], [16]. The third main difference of
this paper from the existing literature is that the information
control of a user is to decide whether to communicate its state
estimates to other users and/or to broadcast its state estimates
to the public. Here the public refers to all users in the system.
On the receiving end, if a user receives state estimates from
other users, either from communication or from broadcasting,
then it will have a better idea as which states the system may
be in by taking the intersections of all available state estimates
of other users with its own state estimate. Suppose that a user’s
goal is to distinguish a set of states Q; from another set of
states (. Then its goal can be achieved if and only if states
in Q) are not mixed with states in @, in the intersection.
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Clearly, the more state estimates it receives, the smaller is the
intersection (meaning it is more certain about the actual state
of the system), and the more likely its goal can be achieved.

The problem of information control becomes challenging in
complex systems with many users who have different goals.
We assume that users are divided into two or more groups:
users within the same group are considered friends, while
users in different group are viewed as adversaries, where the
group divisions are specific to the problem being addressed.
For simplicity, only two groups are considered, but the results
presented can be extended to scenarios involving more than
two groups.

Let’s assume the initial information control objectives are:
(1) to assist friends in achieving their goals and (2) to prevent
adversarial users from reaching their goals. Accordingly, the
initial control strategy is to share all information with friends,
withhold all information from adversaries, and avoid broad-
casting any information. If a user can achieve their goal under
this initial control strategy, there is nothing their adversaries
can do to prevent it from succeeding. Conversely, if a user’s
goal cannot be achieved under this initial control strategy, their
friends cannot help them achieve it either. From this starting
point, we will explore how to further refine the control based
on additional requirements.

For reasons such as privacy and security, it is often nec-
essary to minimize communication among users. The initial
control can be refined by requiring minimum communication
among friends without compromising the goals that these
friends can achieve under the initial control strategy.

Intuitively, this involves removing some state estimates
from being communicated, which reduces the amount of
information available to some users. Consequently, this alters
their intersections of state estimates. In general, this reduction
in communication will cause the intersections to become
larger (meaning the users are less certain about the actual
state of the system). If removing a state estimate from being
communicated causes a friend’s intersection to grow to the
extent that it includes both states in Q; and Q», then the user’s
goal can no longer be achieved, and the state estimate must be
communicated. Otherwise, the state estimate can be removed
from communication.

Minimum communication is achieved when no further state
estimates can be removed. The specific order in which state
estimates are examined may result in different minimum com-
munication strategies. A minimum communication strategy is
optimal in the sense that no other strategy can communicate
strictly less.

For certain users, such as government agencies, there is a
requirement to release (that is, broadcast) as much information
as possible.! We also investigate the problem of maximizing
information release in this paper. Starting again with the
initial control strategy described earlier, we aim to refine it by
requiring certain users to maximize the amount of information
they broadcast while ensuring that their adversaries are not
assisted in achieving any goals that were unattainable under

IFor example, in the USA, the Freedom of Information Act (FOIA)
mandates that certain information and records held by government agencies
must be made available to the public upon request, except when the release
could harm national security or falls under one of nine specific exemptions.
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the initial control. Such a maximum broadcasting strategy
is optimal in the sense that no other strategy can broadcast
strictly more.

Therefore, we solve the following five information control
problems in this paper: (1) Can a user perform its task based
on its own local state estimates without state estimates from
other users, including its friends? (2) Can a user perform its
task based on its own local state estimates and all its friends’
state estimates? (3) How can a user minimize communications
to its friends without compromising the goals of its friends?
(4) How can a user maximize its broadcasting without helping
its adversaries to achieve their goals? (5) If users are required
to broadcast some minimum information to the public, can we
still solve the above four information control problems?

Minimizing communication in centralized and distributed
discrete-event systems has been investigated in [17], [18],
[19], and [20]. Maximize information release for a single
user has been investigated in [21]. Compared with existing
results in the literature, the contributions of this paper are as
follows. (1) State-estimate-based DES framework: we develop
a state-estimate-based DES approach for modeling informa-
tion control in networked multi-user systems and propose
a formal framework for systems where agents operate with
limited local information. (2) Dual-focus information control:
we address both privacy preservation (minimizing informa-
tion exchange) and transparency requirements (maximizing
public release) as well as identify and categorize five crit-
ical information control challenges in multi-agent systems.
(3) Objective-based information control: we propose strategies
for selective information release based on specific objectives
and enable agents to control state-estimate-based information
flows to either assist friends in achieving their objec-
tives or prevent adversaries from reaching their objectives.
(4) Beyond traditional information theory: we introduce state-
estimate-based optimal control of information flows tailored to
agent’s objectives and emphasize objective-driven information
control rather than efficient transmission. (5) Protocol design
for multi-agent systems: we develop detailed protocols for
balancing security and transparency concerns and provided
frameworks for agents to navigate complex tasks involving
both private communications and public broadcasting.

This paper is organized as follows. In Section II, we intro-
duce our model of networked multi-user systems, which is a
discrete-event system built from its components. In Section III,
two mechanisms of information exchange among different
users are proposed: private communication and public broad-
casting. The information to be exchanged is state estimates. In
Section IV, five information control problems are introduced.
The task of a user is specified as a set of state pairs that
the user needs to distinguish. Solutions and algorithms are
proposed to solve the five problems. In Section V, information
control methods on communicating events and state estimates
are compared. In Section VI, an illustrative example of a
distribution system is given to illustrate the results of the

paper.

II. NETWORKED MULTI-USER SYSTEMS

Deterministic finite automata, also known as deterministic
finite-state machines [9], [10], [16], is used to model the
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networked multi-user systems under study:

G =(0Q.%,6,90),

where Q is the set of finite states; X is the set of finite events; gg
is the initial state; and 6 : Q X X — Q is the transition function
which describes the dynamics of the system. With a slight
abuse of notation, the set of all possible transitions is also
denoted by 8, that is, § = {(¢q,0,¢') € QXTI X Q : 8(q,0) = ¢'}.
The transition function is extended to 6 : Q X X* — Q in the
usual way [16], where £* denotes the set of all strings over
¥, including the empty string &.

Networked systems is modeled as discrete-event systems for
several reasons. First, this model is both general and flexible,
making it suitable for representing most networked systems at
some level of abstraction. Second, it enables the construction
of a networked system model in a modular fashion, where
individual components are modeled as small automata and
then integrated using parallel composition, a process that can
be automated by computers [16]. Third, it effectively captures
system properties and information flows.

A trajectory s of G is a string that starts at g and is defined
by 6. We use d(qo, s)! to mean that 6(qo, s) is defined. The
set of all possible trajectories describing the behavior of G is
called the language generated by G:

L(G)={s:s€X :5qo,s)'}.

Flexibility and scalability are crucial when modeling net-
worked systems, as the components within these systems often
change frequently. One benefit of using an automaton G is
that the model can be constructed modularly: Assume that
the system consists of M components. Each component of a
networked system can be represented by a small automaton

Gi = (0i 2,61, gi0),
The overall system model can then be derived by applying
parallel composition [16]:
G = (Q.X.9.q0)
=GillGall---1IGu
=(01 X - X Oy, g U+ Uy,
01 X -+ X 6u,(q10, 5 gm0))-

i=12,---, M.

Therefore, our approach offers both flexibility and scalability.

We assume that there are N users. A user in a networked
system is denoted by U;, i = 1,2,---, N. Each user observes
local observable events denoted by X, ;. To describe the local
observation, we use the projection P; : ¥* — X7 . that erases all
unobservable events from a string. Formally, f’i(s) is defined
recursively as

P; ifoceX,;
Pie)=¢, Pi(so)= (e it L
Pi(s) otherwise
In other words, if a string of events s € L(G)
occurred in  the networked system @G, User?

U; will observe P;(s). In this paper, we assume that U;
communicates its state estimate information to other users

’In the remainder of this paper, for simplicity, U; is used to refer to User
U;.
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based on its own local observation w; € P;(L(G)) only, where
P;(L(G)) is the projection of L(G), representing all possible
local observations by U;.

IIT. INFORMATION EXCHANGE VIA STATE ESTIMATES

We assume that the information contents to be
exchanged/released by U; are the estimates of states by
U, that is, the set of possible states that G may be in after
observing w; € P;(L(G)). Formally, the local state estimate of
U; after observing w; is defined by

Ei(w;) ={g € Q: s € L(G))Pi(s) = w; A6(qo, s) = qJ.

Two types of information flows/exchanges among users are
investigated: (1) Private communication from U; to Uj,j =
1,2,--- ,N and (2) Public broadcasting by U; as described
below.

(1) Private communication from U; to Uj, based on U;’s
local observation, is given by the following mapping

6;; : PL(G)) — 22,
such that, for all w; € P;(L(G)),

E;i(w;) if U; communicates E;(w;) to U;

0;j(w;) = . .
(0] otherwise

Note that, since Q' N Q = Q' for any Q' C Q, 6;;(w;)) = Q
means that no information is communicated from U; to U;.
The reason to use 6;;(w;) = Q rather than 6;;(w;) = 0
or 6;j(w;) is undefined is notation convenience (Q is not
actually communicated) because we will take the intersection
to combine state estimates later. The same for ¢;(w;) below.

(2) Public broadcasting by U; is given by the following
mapping

i : P(L(G)) — 29,

such that, for all w; € P;(L(G)),
E;(w;) if U; broadcasts E;(w;) to the public
0 otherwise '

di(w;) =

To calculate state estimate E;(w;) and to obtain a finite
implementation of 6;; and ¢;, we construct the automaton
generating P;(L(G)), called observer and denoted by H; as
follows.

Step 1: Replace all transitions in G whose events are not in
Y,; by e-transitions and denote the resulting automaton as

Gi,E = (Qs Zo,ia 61',83 CIO),

where 6;c = {(q,0,q") : (q,0,4') € NT € X} Ul(q, 8,4 :
(4.0.9") €6 N TEZ, ).
Step 2: Convert G, to observer H; as follows.

H; = (Xi, X0 & Xi0) = Ac(29, 2,1, &, UR({q0))),

where Ac(-) denotes the accessible part; UR(:) is the unob-
servable reach defined, for x; C Q, as

UR(x)) ={g € Q: (3q € x))q € 6i.(q', &)}

The transition function £ is defined, for x; € X; and 0 € Z,;
as

§(xi,0) = UR({q € Q: (3¢ € x1)q € 6i.0(q', 0)}).
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It is well-known [16], [22] that L(H;) = P;(L(G)) and x; =
&i(xi0,w;) is the state estimate after observing w;, that is,

Ei(w) = &i(xip, wi).

Therefore, x; = &i(x;0,w;) represents two things: the state H;
is in and the state estimate at x; (after observing w;). Note
that the state estimate E;(w;) is calculated based on U;’s own
observation (not the information communicated or broadcast
by other users). The reason for this are: (1) minimize the
mutual influences among users, (2) reduce the computational
complexity of on-line computation, and (3) minimize the errors
due to communication delays, loses, and attacks.

How to control information communicated or broadcast is
the key to information control in networked systems. Infor-
mation communicated or broadcast by U;,i = 1,2,...,N is
controlled by a controller

7t = (@i, Fir, -+, Oin),
where ¢; and ;; are control mappings
@i+ X; = {0, 1}

ﬁijZX,' g {0,1}, j= 1,2,"' aN
defined as, for x; € X;

if U; broadcasts x; to the public at x;
0 otherwise

1
ei(x;) = g

1 if U; communicates x; to U; at x;
Bi(x;) = ) .
0 otherwise
Obviously, for all j =i, 9;;(x;) = ¥;;(x;) = 1.
Therefore,
_Yéi(xio.wi) it gi(&i(xio, wi)) =1
di(w) = )
0 otherwise
i(xi0,wi)  if 9i(&i(xi0, wi)) = 1
by = |0 DG o w) =1
Q otherwise

We investigate how to design information control strategy
m = (my,m, - ,7y). Intuitively, if U; wants to help U; to
perform its tasks, then U; shall send all of its state estimate to
U;. However, due to privacy, security, communication costs,
and other factors, U; may want to minimize the information
it sends to U; while still helping U; to perform its task. On
the other hand, if U; wants to prevent U; from performing its
tasks, then U; shall not send any of its state estimate to U;
and shall avoid broadcasting information that may help U; to
perform its tasks.

After the occurrence of s € L(G), Uj,j = 1,2,---,N
observes P;(s). Under control m = (m,m, -+ ,;y), its
local state estimate E;(P;(s)) is enhanced by state estimates
¢i(P;(s)) and 6;;(P;(s)) if they are broadcast and communicated
by U;, respectively. Hence, the enhanced state estimate of U
after the occurrence of s is given by

pi(s) = E;(Pi(s)) N1 (P1(s)) N+ N pn(Pn(s))
NO1;(P1(s) N -+ N Oy;(Pn(s)). 2
Note that if nothing is broadcast and/or communicated by U;,
then ¢;(P;(s)) = Q and/or 6;;(P;(s)) = Q, meaning that there
is no help from U;.
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We assume that, in order for U; to perform its tasks, U;
needs to distinguish some states in G from some other states
in G. Formally, let T = Q x Q be the set of all state pairs and
let

T)eCT

spec

be the task specification for U;. We say that U; can perform
its task if it can always distinguish all state pairs in T3y, that
is,
(Vs € LG)(pi(s) X p() N Ty, = 0. 3)
Remark 1: Specifying a task using T’y is a broad approach,
and it is applicable to most tasks. The following examples
demonstrate that tasks related to supervisory control, diagnos-
ability, and detectability can all be described using Tspec. In
supervisory control [9], [10], a common objective is to prevent
a system from entering illegal or unsafe states. To achieve this,
a supervisor must distinguish between legal states Q; C Q and
illegal states Q;; € Q. Therefore, Tpec = (Q1 X Qi) U(Qit X Q).
In diagnosability [12], a diagnoser needs to differentiate
between normal states O, C Q and fault states Q C Q. Hence,
Tspec = (Qn X Op) U (Qf X Oy). The objective of detectability
can also be specified using T'sp.. [23]. To calculate p;(s) and
to check Equation (3), we take the parallel composition [16],
[22] of G and H; as

G = (0.%,6,40)
=GI|H |l -~ || Hy
= (O XX X x XN, Z,0 X & X0 X &y,
(o> x10," " » XN 0))-

The difference between G and G is that G models the system
without users while G models the system with users. Since
information control is among users, G will be used in the
investigation of information control.

We have the following theorem, which states that the
enhanced state estimate of U; after information exchange is the
intersection of all state estimates communicated or broadcast
to U j-

Theorem 1: The enhanced state estimate of U; after infor-
mation exchange can be calculated as follows. For s € L(G),

denote 5(qo,s) = (q,x1, -+ ,xy). Then, the enhanced state
estimate of U; after the occurrence of s is given by
pi(s)=x;N m Xi. “4)

@i(x)=1Vv;;(x)=1
Proof: The language generated by G is given by
L(G)
= L(G) NPy'(H) N - N Py'(Hy)
= L(G) NPT (PILG)) N -+ N Py (Py(L(G))
= L(G).

For s € L(G) = L(G), let 5(Go,s) = § = (g, X1, ,xy) €
0 x X; X --- x Xy. Then

x; = &i(xi0, Pi(s)) = Ei(Pi(s)), i=1,2,--- ,N. ()
Therefore,

pj(s) = Ej(Pj(5)) N ¢1(P1(s)) N --- N dn(Pn(s))

IEEE TRANSACTIONS ON AUTOMATION SCIENCE AND ENGINEERING, VOL. 23, 2026

NG1;(P1(s)) N -+ N Oy;(Pn(s))
= E;(Pi() 0 [ ) ¢i(Pi(s)) 0 [ ) 6ij(Pils)
=E(Pis)n () xin () x

wi(xi)=1 Fij(x)=1
(by Equations (1) and (5))

n =«

@i(x)=1vd;;(x)=1

Z)Cjﬁ
]

IV. INFORMATION CONTROL PROBLEMS AND SOLUTIONS
In this section, we propose five information control prob-
lems and provide their solutions. We assume that users are
divided into two groups:
Group 1 ={1,2,--- , Ny},
Group 2 ={N; +1,N; +2,--- ,N}.
Users in the same group are friends, and users in the other

group are adversaries. Five information control problems are
investigated. The first problem is stated as follows.

Information Control Problem 1: Can U; perform its task
based on its own local state estimates without state estimates
from other users, including its friends?

Since U; uses only its own local observation, we have

pj(s) = x;j = &i(xj0, Pi()).

Therefore, U; can perform its task if and only if

(Y5 € LG)(p(s) X pj($) N Ty = 0
& (Vx; € X)(x; x x)NT!,. =0.

spec

Note that the above condition can be checked based on H,
without the need of constructing G. This can be proved as
follows.

(Vs € LG)(i(s) X pi() N T, =0
(Vs € LG)(E(xj0, Pi(5) X £(xj0. P{())) N T = 0
S(Yw; € LIHD)E (X0, w)) X €1(Xj0,w)) N T = 0
(let Pj(s) = w))
eVx; e X)(x; x x)NT!

spec

=0.

A. Information Control Among Friends

If the answer to Problem 1 is “no”, then U;,j =1,...,N;
needs helps from other users. Hence, we investigate the second
problem, stated as follows.

Information Control Problem 2: Can U, perform its task
based on its own local state estimates and all its friends’
state estimates? In other words, assume that all its friends
communicate their state estimates to U;, can U; perform its
task?

If all its friends communicate all state estimates to U;, then

N x-

i=1,2,+ N,

() &ixio. Pi(s)).

i=1.2, N,

pj(s) =
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Therefore, U; can perform its task if and only if

(Vs € LG)(j(5) X pj(5) N Tpee = 0
& (Vs € LG)pj(s) x pi(sNNT . =0

spec

& (se LGN [ &xio Pils)

i=1,2,,N;

x [ &g, Pi(s)) N Ty = 0

i=1,2, N,
© (Vg =(g,x1,-+ ,xn) € QX X1 X -+ X Xy)

( m X; X m )C,‘) N T‘gpec =0.

i=1,2,+ N, i=1,2,+ N

If the answer to Problem 2 is “yes”, then we investigate the
following problem.

Information Control Problem 3: How to minimize com-
munications from its friends to Uj;, without affecting U;’s
task?

Without loss of generality, let U; = U;. To minimize the
communication, we proceed as follows. Since the answer to
the second problem is “yes”, we know that

Vg =(g,x1,-,xn) €O x X1 X -+ X Xy)

( m X; X ﬂ x;) N Tslpec =0.

=12, Ny =12, Ny

Let us remove x;,i = 2,---,N; one by one from the above
equation and check if the equation is still satisfied. If it is
satisfied, then we remove the x; permanently (that is, U;
does not need to communicate its state estimates x; to Uj);
otherwise, we put the x; back (that is, U; needs to communicate
its state estimates x; to Uy).

Note that the above checking needs to be done for all § =
(g, x1, -+ ,xny) € O X X| X -+ X Xy and the answer may be
different for different §. However, when implement control 1,
U; does not know combined state g, its control is based on
local state x;. Therefore, when design control #;; (note that
the designer does know the combined state during design), if
Xx; cannot be permanently removed in some combined state
g = (g, x1,---,xny) € QO X X; X -+ X Xy, it should not be
permanently removed at x;. In other words, for x; € X;,i =
2,--- Ny,

Fi(x) =0
o Vg=1(g,x1," -
(N ﬂ
k=2, ,Ni Ak£ind (x)=1
n ﬂ X)) N Txlpec =0
k=2, Ny AkFiAS (xi)=1
o Mg=(q,x1, ,xN) €EQ X X| X -+ X Xy)

( N Xk

k=1,-,N, Akfim?kl (x)=1

<N
k=1, ,Ni AkZiAy (x1)=1
(because 1 (x1) = 1).

,xN) € O X Xy X -+ X Xy)

X X X1

X)) N T! =0.

spec

The above procedure is summarized in Algorithm 1.
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Algorithm 1 Design information control ¢;

Input: G =G [|H, || --- || Hy
Output: 9;;
1fori=1,2,---,N; do
2 for all x € X; do

3 | P =1

afori=N+1,N+2,---,Ndo
for all x € X; do
Lﬁn(x):();

7fori=2,---,N; do

8 for all x € X; do

9 i1 (x) =05

10 for all (g.xi,- . xy) €0 x Xy x--xXyArx;=x dO
11 Ex = xy;

12 forall k=2,--- ,NyAk#iAD(x) =1do
13 L Ex = Ex N xg;

14 if (Ex x Ex)NT,,,. # ¢ then
15 | du) =1

16 End.

To design information control ¥;; to minimize communi-
cation from U; to U, Algorithm 1 initiates ¢;(x) = 1 for
friends and ¥;(x) = O for adversaries. Algorithm 1 then
checks if communication can be removed at some states x
of some friends i. This check needs to be done for Ny — 1
friends and |Q| states. Therefore, the computational complexity
of Algorithm 1 is O((N; — 1) 10D, given that G has been
constructed.

B. Information Control Among Adversaries

If the answer to Problem 2 is “no”, then U; cannot perform
its task unless some adversaries make some mistakes and
release information that shall not be released. Therefore,
the problem is how an adversary can avoid making such
mistakes. If an adversary, say U;,j = Ny + 1,---,N, has no
obligation to broadcast any information, then its information
control is simple: It shall only communicate with its friends
to help them to perform their tasks. It shall not communicate
anything to its adversaries, that is, Vj=N; + 1,--- ,N)(Vi =
L---,N)(¥x; € X;)¥;;(x;) = 0, and it shall not broadcast any
information to the public, that is, (Vj =N+ 1,--- ,N)(Vx; €
Xj)pj(xj) = 0. On the other hand, if U; has obligation to
release as much information as it could to the public, then we
investigate the following problem.

Information Control Problem 4: How should U; broadcast
maximum information to the public without helping U; to
perform its task?

To maximize the broadcasting, we proceed as follows. Since
the answer to the second problem is “no”, we know that

(3G = (g, x1,-+ ,xn) € QO x X1 X -+ X Xy)

( ﬂ X; X ﬂ xi)ﬂTslpe. .
i=1, N

i=1, N
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Let us add x;,j = Ny + 1,--- ,N one by one to the above
equation and check if the equation is still satisfied. If it is
satisfied, then we add the x; permanently (that is, U; can
broadcast its state estimates to the public); otherwise, we do
not add the x; (that is, U; cannot broadcast its state estimates
to the public).

As in the previous problem, the above checking needs to
be done for all § = (g, x1,---,xny) € O X X; X --- X Xy and
the answer may be different for different g. If x; can be per-
manently added in some combined state § = (¢, x1,- - ,xn) €
0 x X X -+ x Xy, then it can be permanently added. In other
words, for x; € Xj,

pi(x) =1
(37 = (g, x1,-++ ,xn) € O X X; X -+ X X))
(xjN m x; N m X
=1, N k:N,+1,---,NAkfjAgak(xk):l
X x;N ﬂ XN ﬂ X))
i=1, N

k=N +1,- ,NAkf i npr(x)=1
1
N Tpe,=0.

Or, equivalently,

¢i(x))=0
© (Vg =(g,x1,-+ ,xn) € QX X1 X -+ X Xy)

(x;N ﬂ XN ﬂ X
i=1, Ny

k=Ny+1,- ,NAkf i npr(x)=1

X x; N ﬂ x; N m Xi)
i=1, Ny

k=N;+1,- ,N/\k;l iAgr(xe)=1
NnT!

spec

=0.

Algorithm 2 Design information control ¢;

Input: G =G ||H, || --- || Hy
Output: ¢;
1 for j=N;+1,---,N do

2 for all x € X; do

3| Lem=0

4for j =Ny +1,---,N do

5 for all x € X; do

6 for all (G, X1, ,xn) €EOQ X Xy X -+ X XyAX;=x do
7 Ex:xjﬂﬂi:h”’,v] Xi:

8 for all k=N, +1,--- ,NAk# jA@(x) =1 do
9 LEx:Exﬂxk;

10 if (Ex x Ex)NT,,,. #{ then

1 L(pj(x)=1;

12 End.

The above procedure is summarized in Algorithm 2.

To design information control ¢; to maximize broadcasting
by Uj, j =N+ 1,---,N, Algorithm 2 initiates ¢;(x) = 0.
Algorithm 2 then checks if broadcasting can be added at some
states x of some users j. This check needs to be done for N—N;
users and |Q| states. Therefore, the computational complexity
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of Algorithm 2 is O((N — N;) |Q|), given that G has been
constructed.

C. Information Control Under Minimum Information Release
Requirement

In some cases, for transparency, fairness, and/or other rea-
sons, the system operator may request each user to broadcast
some minimum information to the public. This minimum
requirement is given by

QDj,min(xj), for Xj (S stj = 1’2,... ’N,

where @i, : X; — {0,1} is a particular control map ¢; :
X; — {0, 1} specifying the minimally required broadcasting.

If minimal broadcasting is required, then we need to solve
the following problem.

Information Control Problem 5: What are the impacts of
minimally required broadcasting ¢; ,»;, on information control?

To solve this fifth information control problem, we discuss
the impacts on each of the information control problem
discussed above as follows.

Information Control Problem 1 becomes: Can U; perform
its task based on its own local state estimates and minimally
required broadcasting from other users?

The answer is “yes” if the following is satisfied.

(Vg = (g, x1,--- ,xy) € O X Xj X -+ X X))

(Xj N ﬂ Xi

=1, \NA@imin(xi)=1

X)Cjﬂ ﬂ

=1, NA@imin(xi)=1

X,‘) N Tj =0.

spec

Information Control Problem 2 becomes: Can U; perform
its task based on its own local state estimates, all its friends’
state estimates, and minimally required broadcasting from
other users?

The answer is “yes” if the following is satisfied.

Vg = (g, x1,--+ ,xv) € @ X X1 X --+ X Xy)
( ﬂ X N ﬂ X;
k=1, ,N =1, \NA@; min(xi)=1
X ﬂ XN ﬂ x)N Tfpec =0.

k=1,-,N =1, ,NAG; min(xi)=1

Information Control Problem 3 becomes: How to minimize
communications from its friends to U; knowing the minimally
required broadcasting from other users?

The solution is given by: for x; € X,

Fi(xi) =0
oVg=(q,x1, - ,xy) €O X X1 X -+ X Xy)
C N s N s
k=1, Ny AkZinDy (xp)=1 =L, \NA@imin(xi)=1
X ﬂ X N ﬂ X;)
k=1,-,N, Akfim‘)kl (xp)=1 =1, ,NAGi min(Xi)=1
nT!,. =0.

spec

Algorithm 1 is then modified as Algorithm 3.
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Algorithm 3 Design information control ¢;; with minimally
required broadcasting

Algorithm 4 Design control ¢; with minimally required
broadcasting

Imput: G=G ||H; || --- || Hy
Output: 9;;
1fori=1,---,N; do
2 for all x € X; do

3 Lﬁil(x)=1;

4 fori=N;+1,---,N do
5 for all x € X; do

6 | 9n(x) =0;

7fori=2,.---,N; do
8 for all x € X; do

9 i1 (x) =05

10 for all (g, x1, -, xn) €O XX X+ xXNAX; =X do
11 Ex = xy;

12 forall k=2,--- ,NyAk#iADu(x) =1do
13 | Ex = ExNxg

14 forallk=1,--- N A min(xx) =1 do
15 LEx:Ex N xp;

16 if (Ex x Ex)N T, # ¢ then

17 L vi(x) =1;

18 End.

Algorithm 3 initiates ¢;(x) = 1 for friends and #;;(x) = 0
for adversaries. It then checks if communication can be
removed at some states x of some friends i/ in a way similar
to that of Algorithm 1. This check needs to be done for N; —1
friends and |Q| states. Therefore, the computational complexity
of Algorithm 3 is also O(N; — 1) |Q)).

Information Control Problem 4 becomes: How to broadcast
maximum information to the public without helping U; to
perform its task knowing the minimally required broadcasting
from other users?

The solution is given by: for x; € X,

pi(x;)=1
(3G = (g, x1,-+-,xn) € O X Xj X -+ X Xy)
M i

() xn
i=1,,N k:N1+1,--<,N/\kfj/\wk(xk):l

N ﬂ Xi

=1, \NA@imin (Xi)=1

X m xXiN m Xk

i=1+.Ny =N+ 1 NAKE A (x)=1
1
N m Xi) N T 50 70.
=1, NA@min(x1)=1

Algorithm 2 is then modified as Algorithm 4.

Algorithm 4 initiates ¢;(x) = 0 and then checks if broad-
casting can be added at some states x of some users j in a way
similar to that of Algorithm 2. This check needs to be done
for N — N, users and || states. Therefore, the computational
complexity of Algorithm 4 is also O((N — Ny) 10D.

Input: G =G ||H; || --- || Hy
Output: ¢;
1 for j=Ni+1,---,N do
2 for all x € X; do
3 | 9j(x)=0;
4for j=N;+1,---,Ndo
5 for all x € X; do
6 for all (¢, xi,--,xy) e 0xX;x---xXyAx;=x do
7 Ex =x; N[y n, Xi5
8 for all k=N, +1,--- ,NAk#jAgi(x)=1do
9 LEx:Exﬂxk;
10 forallk =1,--- , N A ¢j min(xx) =1 do
1 | Ex = ExNxg
12 if (Ex x Ex)NT,,,. #{ then
13 | o) =1;
14 End.

V. COMMUNICATING/BROADCASTING EVENTS VERSUS
STATE ESTIMATES

In [24], information control problems are investigated
in the framework of communicating/broadcasting events. In
comparison, this paper uses the framework of communicat-
ing/broadcasting state estimates. We discuss the advantages of
each framework.

The advantage of communicating/broadcasting state esti-
mates is that the computational complexity is low. While the
computational complexity of Algorithm 1 is O((N; — 1) |Q)),
the correspond algorithm in [24] has computational complexity
O((N;=1) |Q] IZI? 129)). Clearly, the computational complexity
is significantly reduced, because there is no need to construct
observer G', from G.

While the computational complexity of Algorithm 2 is
O((N-Ny) |Q)), the correspond algorithm in [24] has computa-
tional complexity O((N—Np) |O] 1Z? 129)). Similar analysis can
be done for Algorithms 3 and 4. In all cases, the computational
complexity is significantly reduced. It is well known in DES
that the minimal communication problem (corresponding to
Algorithm 2) has high computational complexities. So, the
computational complexities of Algorithms 1-4 are the best that
one can expect.

Although communicating/broadcasting state estimates has
much low computational complexity, it is less accurate than
communicating/broadcasting events. To show this, consider
two projections Py : X* — X', P, : ¥* — X7 ,, and the joint
projection Py : X* — (X, U Xo02)". After the occurrence of
s € L(G), the state estimates with respect to these projections
are

Ey(P1(s))
={g€ Q:3s" € LG)P(s') = Pi(s) A(qo, s") = q}
E>(Pa(s))
={ge Q:3s € L(G)P(s") = Pr(s) A 6(qo,s") = q}
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a, ¢ a, e
Gie - '(:) '(:>_’(:)

o —{123

{221

E—_()

H, —fn231}

’

Fig. 1. A counter example of the state estimates, where ”” —’* without event

label denotes the initial state.

Ep(P12(s))
={g € Q0 : 3s" € LG)P1a(s") = P1a(s) A 6(qo, s') = g}

If U, sends the its state estimate E,(P,(s)) to Uy, then U,
concludes that the state of G is in E|(P(s)) N Ey(Py(s)). If
U, sends its observable events to U;, then U; concludes that
the state of G is in E3(Pi2(s)). The following theorem says
that £1,(P;2(s)) is smaller (and hence better) than E;(P;(s))N
E»(Pa(s)).

Theorem 2: The relation among three state estimates above
is as follows. After the occurrence of any s € L(G), the state
estimates satisfy the following condition

E1p(P12(s)) € E1(P1(s)) N Ex(Pa(s)).
Proof: We prove that, for all g € Q,
q € Enn(P12(s)) = g€ Ei(Pi(s)) N Ex(Pa(s)).
as follows.

q € Enn(Pr12(s))

& (As" € L(G)P12(s") = P1a(s) A 5(qo, s') = q

= (As" € LIG)P1(s") = Pi(s) A Po(s") = Pa(s)
A 6(qo.s") = q
(because P;(s) = Pi(P12(s)), i =1,2)

& (As" € LIG)P(s") = Pi(s) A6(qo,s") = q
A Py(s") = Pa(s) A8(qo, ') = q

= (s € L(G))P1(s") = P1(5) A 5(qo, s') = q
A As" € L(G))P2(s") = Pa(s) A 6(qo, s') = q
(because (dx)(A(x) A B(x)) = ((Ax)A(x))
A ((Fx)B(x)))

& q € E1(P1(s) N E2(Pa(s)).

Note that, in general,
En(P12(s) 2 E1(P1(s)) N Ex(Pa(s))

is not true as shown in the following counter-example.
Example 1: Consider the system G shown in Figure 1.
Assume that there are two users with

Tog =la}, Zoo={B)
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® Seattle
® Portland

* Minneapolis
New York City
sDetroit L]
® Chicago
* Salt Lake City

® Denver

Baltimore
® San Francisco <

.
‘Washington, D.C.

®Los Angeles
. * Phoenix
San Diego
® Dallas
o Austin
* Houston

* Miami

Fig. 2. A distribution system covering 18 cities in USA.

Then G, ., H|, and H, are constructed as shown in Figure 1.
Clearly,

Ep(P12(s) 2 E1(P1(s)) N Ex(Pa(s))
is not true, because for s = «,
E(Pi2(s)) = {2JZE1(P1(s)) N E2(Py(s)) = {2,3}

Remark 2: According to Theorem 2 and Example 1, if U,
can perform its task based on the state estimates communicated
by U,, then it can perform its task based on the (observed)
events communicated by U,. However, the vice versa is not
true. That is, if U; can perform its task based on the event
communication mechanism, it may not perform its task based
on the state estimate communication.

VI. ILLUSTRATIVE EXAMPLE

In this section, an example is used to illustrate the results
of the previous sections. In order to draw the automata, the
example is simple and is for illustration only.

Let us consider a distribution system shown in Figure 2. The
system consists of 18 cities in USA. These cities are linked
by railways as shown in the automaton G of Figure 3. In G,
states represent cities as follows.

q: : Seattle q> : Portland

g3 : San Francisco q4 : Los Angeles

gs : San Diego qe : Salt Lake City
g7 : Phoenix qs : Denver

g9 : Minneapolis q10 : Chicago

q11 : Detroit q12 : New York City
q13 . Baltimore q14 © Washington D.C.
q15 : Miami q16 : Houston

q17 : Austin q1s : Dallas.

If there is a direct railway link between city g; and city g,

then two events are defined as follows.
@;; : a train moves from g; to g;.

Hence, there is a direct railway links cities g; and g; if and
only if there are transitions between state g; and state g;.
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Fig. 4. The observer H; of G with respect to Pj.

Without loss of generality, we assume that the initial state is
q1, which means that there is initially a train in the proximity
of Seattle.

Note that for the clarity of the figure, state g; is denoted
by i and not all events are labeled in Figure 3, because these
labels are obvious. Note also that for this illustrative example,
there is no need to use parallel composition to obtain G.

The distribution system is managed by N = 7 distributors/
users. The cities covered by each distributor are also shown
in Figure 3. For example, U; covers Seattle and Minneapolis,
while Uy covers New York City, Baltimore, and Washington
D.C. Note that a city may be covered by more than one
distributor.

The local events X%,; for U;,i = 1,2,3,4,5,6,7 are move-
ments of a train from or to a city covered by U;. For
example,

o1 = {19, @91, @12, @21, @910, X109},
X4 = {a1,12, ¥12,11, X11,13, @13,11, X12,13,

13,12, 13,18, A18,13, X13,14, X 14,13, X 14,15, 0115,14}-

The corresponding observers

Hy = (X1,20,1,&1,%10), Hy = (X4, 204, €4, X40)

are shown in Figure 3 and Figure 4, respectively.

The users are divided into two groups:

Group 1 ={1,2,3,4}, Group 2 ={5,6,7 },

that is, N = 4.

To perform its tasks, U; needs to know if the train has
arrived in Baltimore, that is, state g;3 must be distinguishable

11053
— Q-{12,13,14} )
a a
13,18| | Y18,13
Oyp01) [Qq,02 Qi4,19] [O15,14
Q311 | X11,13
C"12,13 " c113,14
(12} {13}e >1{14}
B J
%1312 Qig,13
Fig. 5. The observer Hy of G with respect to Pj.
TABLE 1
STATE RELABELING FROM ¢ TO § = (g, X1, X2, -+ , X7)
q x1 x2 x3 T4 T5 T6 7
1 {1} Q—{2,3,6,7} -{4.5,17 Q-{12,13,14 Q-{10,11,12 Q-{14,15,16,18 Q-{6.8
2 | Q{19 [633 Q{3517 | Q{12.13,14} | Q{10,11,12} | Q-{14,15,16,18} | Q{68
3| Q{19 {31 QH{35.17} | Q{12.13,14} | Q{10,11,12} | Q-{14,15,16,18} | Q-{6;8
7| Q{1.9}) | Q{23671 {41 QH{12,13,14) | Q{10,11,12} | Q-{14,15,16,18} | Q-{6;8
5 | Q{1.9} | Q{2.36.7} {51 QH{12,13,14) | Q{10,11,12} | Q{14,15,16,18} | Q{68
6 Q-{19 Q-{4.5.17 Q-{12,13,14 Q-{10,11,12] Q-{14,15,16,18 {6}
7 Q419 Q35,17 | Q{12.13,14} | Q{10,11,12} | Q{14,15,16,18} | Q-{6.8}
8 Q-{19 Q-{2, Q-{4.5,17 Q-{12,13,14 Q-{10,11,12 Q-{14,15,16,18 {8}
9 T [ QL2 Q{3517 | Q{12.13.14} | Q{I0.IL12} | Q{14.15.16.18} | Q-{6.8
0 [ Q{197 | Q- Q{3517 | Q{12.13.14 10 Q{14.15.16.18} | Q{68
T [ Q{19} | Q- Q{3517 | Q{12.13.14 I Q{14.15.16,18} | Q{68
2 [ Q{19} | Q- Q{a5.17 2 2 Q{14.15.16,18} | Q{65
3 [ Q{19} | Q- Q{517 3 Q{I0.1L12} | Q-{14.15.16,18) | Q-{63
7 [ Q{19} | Q- Q{A5.17 1 Q{10112 12 Q{68
5 [ Q{19} | Q- Q{35.17} | Q1213,14F | Q{10,112 15 Q{68
16 | Q{19} | Q- Q{3517 | Q-{12,13,14} | Q{10,112 16 Q{68
7 | Q{19] | @- {17} Q-{12,13,14} | Q-{I0,11,12} | Q-{14,15,16,18] | Q-{6.8
8 Q{19} | & Q-{45,17F | Q-{12,13,14} | Q-{10,11,12 {18} Q{68

from other states. Thus, the specification for U, is given by

T} e = @13, 90) : qi € Q = {qu3}}- (6)

The specifications for other users can be defined similarly.
Let us now solve the information control problems investigated
in the previous section as follows.

Information Control Problem 1. Can U; perform its task
based on its own local state estimates without state estimates
from other users, including its friends?

To solve this problem, let us check if

(Vx; € X))(x1 X x) N T}y =0

is satisfied or not. From Figure 3, we can see that the above
condition is not satisfied because state ¢;3 is mixed with other
states in Q — {q1,q9}. Therefore, U; cannot perform its task
solely based on its own observations and state estimates.

Information Control Problem 2: Can U; perform its task
based on its own local state estimates and all its friends’ state
estimates?

To solve this problem, let us construct

G=GIH | - |l Hy.

G is isomorphic to G with state relabeling from ¢ to § =
(g, x1, X2, ,x7) as shown in Table I. For clarity, ¢; is also
denoted by i in the tables.

If all its friends communicate all state estimates to U, then
U, can perform its task if and only if

~VMg=(g,x1,-- ,x1) € QXX X X X7)

() xx [) x0T =0.

i=123.4 i=1,2,34

To see if the above condition is satisfied, we calculate
ﬂi=172’3’4 x; for all § = (g, x1,---,x7) as shown in Table II,
Column 2. As can be seen, the condition is satisfied, because
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TABLE I
INTERSECTIONS OF STATE ESTIMATES

q Intersection of Users 1,2,3,4 Intersection of Users 1,2,3 Intersections of Users 1,2,4,5,7
1 1 {1 1

2 2 {2 2

3 3 {3 3

) 4 {4 {4,5,15,16,17,18}
5 5 {5 {4,5,15,16,17,18}
6 6 {6 6

7 7 {7 7

8 {8,10,11,15,16,18} {8,10,11,12,13,14,15,16,18} 8

9 {9} {9} 9

10 {8,10,11,15,16,18} 8,10,11,12,13,14,15,16,18 10

11 {8,10,11,15,16,18} 8,10,11,12,13,14,15,16,18 11

12 {12 8,10,11,12,13,14,15,16,18 12

13 {13 8,10,11,12,13,14,15,16,18 13

14 {14 8,10,11,12,13,14,15,16,18 14

15 {8,10,11,15,16,18} 8,10,11,12,13,14,15,16,18 4,5,15,16,17,18}
16 {8,10,11,15,16,18} {8,10,11,12,13,14,15,16,18} 4,5,15,16,17,18}
17 {17} {17} 4,5,15,16,17,18}
18 {8,10,11,15,16,18} {8,10,11,12,13,14,15,16,18} 45,15,16,17,18)

state g3 is not mixed with any other states. Therefore, U; can
perform its task based on its own local state estimates and all
its friends’ state estimates.

Information Control Problem 3

Since the answer to the second problem is “yes”, the
third problem is how to minimize communications from its
friends to U;. Algorithm 1 is used to find the minimum
communication. Let us illustrate the execution of Algorithm 1
as follows.

Steps 1-6 initiate ¥;;(x) as ¥;(x) = 1 for all x € X; and
i=1,2,3,4 and ¢¥;(x) =0 for all xe X; and i =5,6,7.

Steps 7-15 minimize the communications ;;(x) when pos-
sible for i =2,3,4 and x € X;.

For example, let i =2 and x = Q — {2,3,6,7}. Steps 10-15
check all x = Q —{2,3,6,7} in Table I, Column 3 and see if

(Vg = (g, x1,"-,x) € QX X; X - x X))
C ) xx (| xNT,. =0
k=1,34A01 (x)=1 k=1,3,4A0 (x)=1
@(qu (%xl,”' ’xy)e Q X Xl Xoee XXy)
( ﬂ Xi X ﬂ Xk)nT;pec =0
k=134 k=134
(because ¥y(xx) = 1 at this point) @)

is satisfied or not.
The largest ﬂk:1,3,4 xx corresponding to x = Q —{2,3,6,7}
in Table I, Column 3 is calculated as

M =
k=134

=(Q@-{L9N(Q - {45 17HN(Q-{12,13,14})
=1{2,3,6,7,8,10,11, 15, 16, 18}.

Hence, Equation (7) is satisfied. Therefore, ¢,;(x) = 0, that is,
U, does not need to communicate x = Q —{2,3,6,7} to U; at
x=0-{2,3,6,7}.

Similarly, Algorithm 1 determines that U, does not need to
communicate x to U; at all other states x = {2}, {3},{6},{7}.
For i = 3, Algorithm 1 determines that Us does not need to
communicate x to U; at any x € X3. For i = 4, however,
Algorithm 1 determines that U4 needs to communicate x to
U, at all x e X4.
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Information Control Problem 4: How can a user broad-
cast maximum information to the public without helping its
adversaries?

To illustrate this problem, let us move U4 from Group 1 to
Group 2, that is,

Group 1 ={1,2,3}, Group 2=1{4,5,6,7}.

Since Uy is now an adversary of U, it shall not communicate
anything to U;. Without communication from Uy, let us
calculate (),_;,3x; for all g = (g, x,-+,x7) as shown in
Table II, Column 3.

Since state g3 is mixed with other states in some elements
of Table II, Column 3, the condition

~VMg=(g,x1,-- ,x1) € QXX X -+ X X7)

(m X; X m x,-)ﬁTSjpgczﬁ

i=1,2,3 i=1,2,3

is not satisfied. Thus, U; cannot perform its task based on its
own local state estimates and all its friends’ state estimates. So,
the problem is: How can Uy, Us, Ug, U7 broadcast maximum
information to the public without helping U;? Algorithm 2 is
used to find the maximum broadcasting. Let us illustrate the
execution of Algorithm 2 as follows.

Steps 1-3 initiate ¢;(x) as ¢;(x) = 0 for all x € X; and j =
4,5,6,7. Note that ¢;(x) is irrelevant in Information Control
Problem 4 for Uj,j = 1,2,3 as they are in the same group
and can communicate among themselves if needed.

Steps 4-11 maximize the broadcasting ¢;(x) when possible
for j=4,5,6,7 and x € X.

For example, let j =4 and x = Q — {12, 13, 14}. Step 7-11
check all x = Q —{12,13, 14} in Table I, Column 5 and see if

~VMg=(g,x1,-- ,x1) € QXX X X X7)

(xg N m x N m X

=123 k=567 Age(x)=1
X X4 N mxiﬂ ﬂ xk)ﬂTslpeC:(D
=123 k=5.6,7TA@(x)=1

S(MVG = (g, x1, -+ ,x7) € QX X; X -++ X X7)
(.X4ﬂ ﬂ Xi X x4 N ﬂ x,-)ﬂT;pecz(l)
=123 i=1,2,3
(because ¢ (x;) = 0 at this point) (8)
is satisfied or not.

The largest x4 N ﬂi:l,2,3 x; corresponding to x =
{12,13, 14} in Table I, Column 5 is calculated as

Q_

=(Q-{1,9) N (Q-1{2,3,6,7) N (Q —{4,5,17})
N(Q—-{12,13,14})
={8,10,11,15,16, 18}.

Hence, Equation (8) is satisfied. Therefore, ¢;(x;) = 0, that
is, U4 cannot broadcast x = Q — {12, 13, 14} to the public at
x=0Q-{12,13,14}.

Similarly, Algorithm 4 determines that U, cannot broadcast
x to the public at all other states (x = {12}, {13}, and {14}). For
J =5,6,7, Algorithm 2 determines that U; can broadcast x
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to the public at all x € X;. Intuitively, this is because only Uy
knows if the train has arrived in Baltimore or not. As long as
U, does not broadcast its state estimates, the other users can
broadcast their state estimates.

Information Control Problem 5

In solving the above four information control problems, we
assume that there is no minimum information release required
by the system operator, that is,

(Vxi € XD)@imin(xi) = 0.

We now relax this assumption. We consider the following
minimally required information release.

(Vx1 € XD@1,min(x1) = 0, (VX2 € X2)02 min(x2) = 1

(Vx3 € X3)@3,min(x3) = 0, (Vx4 € X4)P4min(x4) = 1

(Vx5 € X5)@5 min(x5) = 1, (VX6 € X6)P6,min(x6) = 0
(vx7 € X7)907,min(x7) =1. (9)
In other words, U, Uy, Us, and U5 are required to broadcast
their state estimates. For the above ¢; i, Information Control
Problem 1 becomes: Can U, perform its task based on its own
local state estimates and minimally required broadcasting from

other users?
The answer is “yes” if the following is satisfied.

Vg = (g, x1,--+ ,xny) €O X X1 X -+ X Xy)

()Cl N m Xi

=1, N A min (Xi)=1

X x1 N ﬂ

=1, ,NA@; in(x;)=1
SNVG=(g,x1,--- ,xn) €Q X Xi X -+ x Xy)

.X,')nTj =0

spec

(xX1NxxNxgNxsNx7 X XN XN X4 N X5 N X7)
NTI .. =0.

spec

x1NxaNx4NxsNx7 is calculated as shown in Table II, Column
4. Since state g;3 is not mixed with other states in all elements
of Table II, Column 4, the above condition is satisfied. Hence,
U, can perform its task based on its own local state estimates
and minimally required broadcasting from other users.

Similarly, we can update the solutions to other information
control problems with the minimally required information
release given in Equation (9).

VII. CONCLUSION

This paper presents a systematic approach to information
control within networked multi-user systems. By modeling
these systems as discrete-event systems, we explored how
individual agents, with limited local information, navigate
complex tasks involving both private communications and
public broadcasting. Our focus was on addressing five critical
information control challenges, from minimizing information
exchange to ensure privacy, to maximizing publicly release to
ensure transparency.

Our findings emphasize the need for nuanced protocols in
decentralized systems where agents must balance security and
transparency concerns. The proposed strategies enable users to
control the release of information selectively—either to assist
friends in achieving shared goals or to prevent adversaries
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from reaching their goals. These approaches go beyond tra-
ditional information theory by emphasizing not only reliable
communication but also the optimal regulation of information
flows based on specific objectives.

The contributions of this work lay the groundwork for
more secure, efficient, and transparent multi-agent systems.
As networked systems grow in complexity and applicability,
this framework provides a structured way to manage informa-
tion exchange, ultimately supporting more robust and reliable
multi-user collaborations.
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